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NetVision: A Four-Model SCADA
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Benefits of Having Four Models

NetVision architecture differentiates between Communication, Process, Network and Visual models.

The Visual model presents the Network model data rather than the Process model data because the former
supports anetworked view of the process. For example, if network i o b joe cA sandicB naret ed
than a measurement at A has some relevance for B. Any analysis ( e.g. topology, flows ) of the Network model
makes the most of the available Process model data or/and identifies errors.
1 The Communication model and the Process model belong to SCADA Gateway and can be
independent of SCADA (presentation);
1  whereas the SCADA integrates the Network model and the Visual model; together they support the
network colouring with respect to current topology and status.

The approach applies equally well to the energy or any other large-scale networks; as well as to simple process
schemata. A large network can be swiftly built up by copy-paste-amend from smaller subnetworks.



SCADA Gateway

The SCADA Gateway encapsulates tools for data set-up and management, with the aim of configuring

the Process and Communication models. Users may maintain several Projects; each Project has its own
configuration Afiled containing all ProceFescemraldel and the
configur at i oKonfigupard Bnatdes rnadlificationd to the process data and to the FEP

(Front End Processor ) communication subsystems at the distributed, remote system points. Utilities for

testing the Process model and the Communication model at any remote points are readily available.

Conflgurable SCADA GATEWAY
Server Name ipti ication Name
Configuring Process Data and FEP Servers Konfij
Process Server Process Data Process Client
Test Process Client
FEP Server Master Protocols ( IEC 60870-5-101/104/103, IEC 61850, DNP3, LON, |Fep Manager
Modbus, SNMP, ADS ... )
FEP Slave ( server ) slave Protocols ( IEC 60870-5-101/104 ) Fep Manager
FEPEX Server Transfer Protocols ( OPC.. ) FepEx Manager
FEPEX Server Transfer Protocols ( IEC 60870-6-TASE2, OPC.. ) FepEx Manager
Event Server Lists of events, alarms and faults from process data Event Browser
Event Client
Archive Server Description Archive Client
Archive Report
PmBlock Server Configuration of interlocking and math functions on process data PmBlock Manager
SCADA GATEWAY SCADA Client / EDITOR
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Windows Environment

The whole NetVision has been developed in the .NET / C# environment and it runs on Windows XP SP3, Vista,
Windows 7, and with 32 or 64 Windows Server. It is compatible with all active versions of MS SQL Server, and

utilises clustering for enhanced reliability..

For the Windows XP Embedded environment a functionality subset, NetVisionConv, will be provided.




Networking

The distributed nature of the system provides numerous advantages when it comes to configuring and
controlling the process and comms subsystems over the computer network. From any single point in the
system it is possible to perform and then broadcast changes to the rest of the Project. With all NetVision
utilities being network-ready it is possible to test all required signals or preconditions at the remote process

system.

Distributed

Dual configuration features

To build SCADA systems with higher reliability and availability, SCADA Gateway supports dual operation at
the comms and process level. Configuring an adequate degre of hardware redundancy and setting-up
Microsoft SQL Server in Mirrored or Clustered configuration will enable continuous operation in the face of

faults. This makes NetVision SCADA suitable for critical network objects and big (control) centres.

SCADA Client, see Visualisation, is also suitable for dual working and swift switchover in the case of faults.

Calculations

SCADA Gateway includes a PmBlock service and PmBlock Manager for simple calculations and logic
operations that can be imported via an Excel file. Adnet can provide versatile network calculations e.g. iN-1 fi
analysis, or network status-dependent operations. To ensure interoperability with other large systems and
calculations Adnet use, for example, CIM i Common Information Model: an object-oriented model of power

system operations classes with their attributes and relationships to other classes.




